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INTRODUCTION

The focus of this essay is the phenomenon of “sefif. This concept offers an
obvious comparison with a concept now well-estaleltsin international relations: namely,
“soft power” (Nye 2004), according to which diploayatrade agreements and other policy
instruments may also be used, alongside or indfgireats of military force or other “hard-
power” (kinetic or forceful) measures, in ordergersuade adversary nations to cooperate
more readily with any given state’s strategic goals

“Soft war” (or “unarmed conflict), by analogy, is eomparatively new term
designating actual warfare tactics that rely on suess other than kinetic force or
conventional armed conflict to achieve the politgeals and national interests or aspirations
for which wars (according to Clausewitz [1830] 1p@6e always fought. Importantly, | will
argue that “soft war” is fully equivalent to whahi@ese military policy strategists earlier
deemed *“unrestricted” warfare: i.e., “warfare” ro@al out within domains in which
conventional wars are not usually fought, employmgasures not previously associated with
the conduct of war (Lo 2012; Liang and Xianangse®9). Cyber conflict one type should
be included within the purview of “soft” or “unrested” warfare, but the particular kind |
describe here isiwot the “effects-based” conflict like Stuxnet, nor thend of “cyber
Armageddon” long predicted by analysts like Rich@idrke (Clarke 2010; Brenner 2011).
Instead, it is a distinctive type of conflict tHads evolved to dominance in their place: a
phenomenon | label “state-sponsored hacktivism.b clarify this claim, | begin with a
background review of malevolent activities in cydpsce itself.
A BRIEF HISTORY OF CYBER CONFLICT (OR MALEVOLENT AC TIVITES IN

THE CYBER DOMAIN)
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Not so long ago, cyber “activism” (on the interragtleast) was limited to pranks,
practical jokes, and random acts of vandalism edmut by individuals or perhaps small
groups or “gangs.” Pranksters attached softwareses” to emails that, when mistakenly
opened, quickly spread through an organization&rimal network, posting goofy messages
and perhaps even erasing valuable data or sofst@re on hard drives. Cyber vandals posted
offensive messages or unwanted photos, or othedeifseed an organization’s website for no
apparent reason. About the only crimes commitiegtiose early days were trespassing
(technically, by “invading” a private company netkor an individual’s computer itself) and
destruction of property. Apart from mean-spiritesis or a perverted sense of humor,
however, about the only reasons given for suchaiai$ activities were a collective grousing
by disaffected programmers and computer “geekstiath® monopolistic practices, and
mediocre software distributed by Microsoft Corpmmat(Greenberg 2012).

Malicious behavior in the cyber domain, howevelickly evolved into a variety of
more serious and sinister activities. On the aralhit was not long before sophisticated
individuals and criminal gangs exploited the veayng software vulnerabilities as did the
pranksters, but did so in order to steal bank depasedit card numbers, or even one’s
personal identity. On the other hand, cyber “agiiv itself likewise evolved into ever more
sophisticated acts of political sabotage: defacingven temporarily shutting down
government or commercial web sites with so-calB®6S” attacks (distributed denial of
service), dispatching software “worms” that tradeleom computer to computer, penetrating
each machine’s firewall and virus protection sofevia order to gain control over the PC’s or
laptops themselves, transforming each into a “ffovim “robot”) or “zombie” (indicating the
transfer of control and agency from the originahewoperator to a remote hacker). These
individual machines were then remotely networkethwthers into a massive “botnet”

controlled by political dissidents or criminal orggations, who, in turn, used them to launch
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DDoS attacks on banks and financial institutions @ivert their funds to secret accounts.

“Hacktivism” is a term that came into somewhatisedminate use to classify all these
distinctive and diverse acts of malevolence ananngs in the cyber domain, ranging from
straightforward crime and vandalism, to many foohpolitical protest carried out on the
internet. Technically, the “hacktivist” is one wkogages in vandalism and even in criminal
activities in pursuit of political goals or objeats, rather than simply for personal satisfaction
or financial gain. Early on, the term designatedlgdhe internet activities of individuals and
dissident groups (and was not applied to the diets/of nations like China or North Korea, or
terrorist groups like Hamas). Well known individkidike Julian Assange of Wiki Leaks) and
loosely-organized groups like Anonymous, LulzSed, ‘@yberwarriors for Freedom,”
resorted to internet malevolence to publicize theircerns, or otherwise further their political
aims. These concerns ranged from personal privibeyty, and freedom of expression to
opposition to political regimes like Syria or Egypt

There are many ways of carrying out “hacktivisnhfind it useful to focus upon the
political goals of the “hacktivist” (as opposedthe financial interests of the conventional
criminal). These political goals can be categatias: transparency, whistle-blowing, and
vigilantism. WikiLeaks purports, for example tmpide greatetransparencyregarding the
otherwise covert activities of government and largegorate organizations. The actions of

whistle-blowerglike U.S. Army Private Bradley (Chelsea) Manniagd NSA Contractor

Edward Snowden), somewhat in contrast, aimed spaltyfto expose what each individual
took to be grave acts of wrong-doing or injusticetioe part of the U.S. government or
military (in these specific cases).

Theinternet vigilants like “Anonymous,” for their part, are a bit harde pin down,

since the loosely organized federation’s individu@mbers espouse a wide variety of

disparate causes. The organization’s behaviagpanse to each chosen cause, however,
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clearly involves taking the law (or, in its absene®rality) into the group’s hands
unilaterally. That is, based upon their sharedjents regarding immoral or illegal
behavior by individuals, organizations, or governtsg¢o whom the group objects, the group
launches attacks against selected targets rangingthe Syrian government of Bashir al
Assad (for engaging in massive human rights violet), to organizations and individuals
who might be engaged in perfectly legitimate sdgund defense operations to which
members of Anonymous nevertheless object (Knappgab&012).

This is vigilantism. And, as its hame suggests, titembers of Anonymous cannot
easily be traced or held accountable for theiroasti As in all instances of conventional
vigilantism, the vigilante’s judgment as to whatvano constitutes a moral offense is deeply
subjective, and often wildly inconsistent or othessvopen to serious question.

Importantly, in all cases involving transparencyistie-blowing and vigilantism, the
burden of proofis on those who deliberately violate fiduciaryidatand contractual (legal)
agreements into which they may have entered, ordidubey or flout the law itself, in order
to expose or protest against activities they deerbet even more egregious than their own
actions. Such actions constitute important forrhgl@mocratic moral discourse in what
Jurgen Habermas termed “the public sphere” (Haberdi@91, Calhoun 1992). This
comparative judgment on the part of the protestorwbistle-blower, for example, is
technically known as “the Principle of Proportiabal It demands of them that the degree
of harm brought about through their own actiongiemonstrably lesthan the harm already
done by others to which they seek to call attentamnbring to a stop. The problem is that
this comparative judgment is notoriously difficadt make. Vigilantes often exaggerate or
misrepresent the harm against which they protest,sariously underestimate the effects of

their own activities on public welfare.
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Otherwise, the remaining difficulty with such actsois that there is no independent or
adversarial review of these decisions. Accordmg/hat is likewise termed the “Principle of
Publicity” or the Principle of Legitimate Authoritythe final authority to evaluate the
legitimacy of the protestor’s or dissident’s acgamst not with that individual or dissident
organization, but with the wider general public,whose collective interest the individual
purports to act. So, in all these cases, it magpdssible in principle to bring the individual
dissident’s actions and intentions before an imglartCourt of Public Opinion” for
independent review (O’Neill 1986; de Oliviera 2000The last criterion is the one most
frequently ignored, and most often failed by bothilantes and would-be whistle-blowers.
They are prone to suffer from an abundance ofrggtteousness.

THE ADVENT OF STATE-SPONSORED INTERNET ACTIVISM

Having established this context for the discussibayber hacktivism generally, what
now are we to make of its most recent evolutioramaly, the rise of state-sponsored or
government “hacktivism?” Nations and governmenmts entering the cyber fray alongside
private groups, either attempting to combat or statvn other hacktivists and stifle dissent
within their own borders, or instead, to pursueitpall objectives against other states that
were traditionally resolved through diplomacy, emmic sanctions, and finally, a resort to
kinetic force. Many states at present appear to be resorting tesiva cyber-attacks instead.
Such nations are thought to include pro-governngeotips or organizations in China (e.g.,
PLA Shanghai Unit 61384), the Russian Federatiod,especially North Korea.

A recent high-visibility example of such state baba was the apparent attack by
North Korean operatives on Sony Pictures, overpdreding release of the movie comedy,
“The Interview.” Never (it was frequently remarReshd such a bad movie received such
first-class publicity (e.g., see: Neumaier 2014yB2014; Kelner 2014). The entire affair

seemed itself almost comedic, save for the impopanciples at stake: interference in the
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internal affairs of another nation, freedom of e@gsion, violations of personal privacy for
foreign state purposes. The kind of extortion &tetkmail involved, and its impact on
corporate and individual behavior in a sovereigmdJamight not have seemed so funny in
alternative circumstances. The U.S. thus tredtesl ihstance of massive, state-sponsored
hacktivism as a serious act of international confli

In other, earlier instances: the “Russian Busiréesvork,” a branch of organized
crime in the Russian Federation, is believed toehewoperated with the government in
launching a preemptive cyber-attack on governmegarozations and military sites in the
Republic of Georgia in 2008, prior to a conventioRaissian military incursion into the
breakaway Georgian province of Ossetia (Harris 20IPhe U.S. indicted five members of
the PLA Shanghai unit by name in the spring of 20d4having been responsible for massive
thefts of patents and trade secrets from U.S.-basedspace and defense industries (DOJ
2014). The indictments were not expected to resudictual arrest and prosecution, but were
intended instead to send a message to the Chinesengnent that its disavowal or denial of
state accountability for these crimes under intiwnal law was no longer plausible.

One of the most interesting of these earlier depraknts was the work of “Cyber
Fighters of Izz ad-Din al-Qassam,” an organizatloat takes its name from a prominent early
20"-century Muslim cleric and anti-colonialist. In1Z) on the anniversary of the 9/11 terrorist
attacks in the U.S., this group allegedly carrietl @ massive DDoS attack on U.S. financial
institutions. The attack was described in a Twitiest by the group as having been launched
in retaliation for the continued presence on Youldud the American-made film, “The
Innocence of Muslims,” which portrays Islam and thephet Mohammed in a very
scandalous and unflattering light. The group votezedontinue the attacks until the offending

film itself was removed from the Internet.
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Two things stood out regarding the resulting, veeyious disruptions of American
financial institutions. First, despite its claini independence, the group’s attack was not
indiscriminate. The institutions targeted werenaiily those that had complied with the
terms of the ongoing U.S. economic sanctions ag#ias. In particular, the group’s demand
that a film be censored on account of its politicakreligious content seemed hollow: their
leaders had to know that this was a demand thatbhesgend the power of a democratic
government anywhere to grant, even were they willim principle to comply with this
demand.

The second oddity was that the anonymous Twitterfeom which this group issued
its September 2012 proclamation turned out to besime account from which messages had
flowed a few weeks earlier (allegedly from anotiagilante group entirely) in the aftermath
of a massive cyber-attack on the internal compuoggéwork of ARAMCO, the Saudi Arabian
oil giant. Those attacks, on 15 August 2012, aliibg carried out by an organization calling
itself the “Cutting Sword of Justice,” erased daaall affected computer drives, and inserted
in their place the image of a burning American flag.S. security officials seemed quite
certain that the first of these attacks was arohottaliation by Iranian agents in response to
the damage done to their own nuclear and oil itinatire by Stuxnet and Flame,
respectively, both weapons attributed to (but neacknowledged by) the U.S. and Israeli
governments.

Suppose all these allegations and counter allegat@oe true: in particular, suppose
that the two attacks in close sequence in 2012 (dhdrs since) were not carried out by
distinct and independent organizations, but instepdesent the coordinated actions of a state
government (Iran), retaliating for similar attaakson its cyber infrastructure by other states
(Israel and the U.S.). Add to these the knowna@mgbing, state-sponsored, malevolent cyber

activities of the People’s Liberation Army in Chjrthe “Russian Business Network,” and
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North Korean operatives. The conclusion is thatest as well as individuals and dissident
groups, are now directly and deeply involved intit@sctivities that increasingly transcend
the boundaries of traditional espionage, coverioactand the “dirty tricks” of the past.
Rather, this ongoing, high-stakes, but low-intgnsidnflict carried out by states against one
another has evolved into what a number of expertg, (Gross 2015) are coming to call “soft
war.”
CYBER HACKTIVISM AND "SOFT WAR"

By analogy with the concept of “soft power,” sofamis a mode of warfare or conflict
that is intentionally non-kinetic: i.e., it doestrentail the use of conventional weapons, or the
destruction that accompanies conventional armedckst But it is a disruptive new
innovation in international conflict, antlis still a very grave matteiAs the cases cited above
demonstrate, “soft war” cyber-attacks — state-spats hactivism — can do real damage, and
inflict genuine harm, although rarely (in contrastthe case of Stuxnet) does this involve
causing real physical harm to physical objects. th&a the conflict results in loss of
information, loss of access to information proaggsand an inability to carry out essential
activities (such as banking, mining, medical ctiaje, and commerce) that rely largely upon
information processing. Why bother to pursue thkyrand wantonly-destructive traditional
strategic objectives of conventional warfare thduSewitz describes as “destroying the
enemy’'s army, occupying his cities, and breaking Will to resist” when the strategic
objectives can be met instead by rendering the gisesnmies inoperable and non-functional,
bringing his cities’ commercial and civil activiieto a standstill, and forcing his military
leaders to commit suicide when they are “doxed,"cuted” to their families and the wider

public on Ashley Madisort?The harms inflicted through “state-sponsored heiskh” may be

! This infamous “dating” website actually promotedidacilitated adultery, including among

highly-positioned MPs in the U.K. Belgium, Franas,well as members of Congress and the
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far more precise and less genuinely destructiva thair conventional counterparts, even
those inflicted through “effects-based” cyber weefa But they are every bit as effective,
destructive to those whose lives and careers tasiyal, and are far easier for adversaries and
rogue states to master and utilize than the sopdiistl techniques of “effects-based” cyber
warfare (Lucas 2016).

Unlike the highly-publicized concept of a “cyber niahowever,the weapons and
tactics of “soft war” are not limited to the cybelomain. They can involve state use of the
media, including cyber social media as well as eotienal media, for purposes of
propaganda, confusion, obfuscation, and disinfaonat Soft war could involve the use of
non-lethal (or “less-lethal”) weapons in convenéibmattacks. For terrorist “pseudo-state”
groups like Hamas, soft war could involve formsvbfat has elsewhere been called “lawfare,”
(for example) using civilian volunteers as “humdmekis” to deter conventional attacks on
physical infrastructure or military installationy ladversaries, one among a range of non-
violent tactics termed “lawfare” (Dunlap 2011):ge.using the law itself (in this instance, the
Law of Armed Conflict) to thwart an adversary. @yliactics are only some of a range of
options employed in the deliberate waging of steddlsoft” war.

The evolution of cyber conflict itself toward thedft war” model of hacktivism,

specifically, is quite different than the full-sealeffects-based equivalent of cyber “warfare”

military in the U.S. The “hacking” of its discres@d highly confidential clientele database
was featured in the Times of London and the NewkYlomes, not to mention Rupert
Murdoc's tabloids during the summer of 2015. Seeekample: Dino Grandoni, “Ashley
Madison, a Dating Website, Says Hackers May Hauwa Da Millions,” The New York
Times (July 21, 2015): B3. Posted 20 July 2015:

http://www.nytimes.com/2015/07/21/technology/hacktack-reported-on-ashley-madison-

a-dating-service.htnjhccessed June 27, 2016].
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predicted by many pundits (such as Richard Clafke)Zand Joel Brenner 2011) during the
last decade. The much-touted “cyber Armageddon,“cgber Pearl Harbor” was to be a
massive disruption and destruction of conventiosydtems, like air traffic control and
electrical grids, resulting in widespread death aledtruction on parallel with a massive
conventional war. But state-sponsored vigilantismd hacktivism appear to signal
something quite distinct from this familiar, butterf highly exaggerated and implausible
scenario. This state-sponsored conflict is virtnat physical; non-violent, rather than kinetic;
but nevertheless quite destructive and malevofeother respects, equally capable of causing
massive social upheaval, or bringing about a “ddathl,000 cuts” through pilfering of
industrial and state secrets, or by interferenceade, commerce, finance, medical care, and
transportation.

And, just as with increased reliance on the exeraf “soft power” (diplomacy,
sanctions, media relations and the like), the adwérisoft war” has distinct advantages for
those nations that engage in it. Essentialhys kind of warfare proposes to substitute
cleverness and ingenuity for brute strengtlt is less costly to wage, less destructive of
property, of lives, and of national treasure (adl a® international prestige). Yet it is quite
capable of achieving the same political goals, whr@perly utilized, as “hard” kinetic war, as
well as capable of undermining or fending off aneadary that relies solely upon “hard” war
tactics. It is, in short, the equivalent of brimgiAsian martial arts that rely on balance, timing,
and tactical sophistication to bear upon an enosnpowerful, but wholly conventional bully.
The martial arts expert can hold his or her owid, @en prevail, even though smaller, lighter,
and perhaps less physically strong than the bully.

This comparison is apt, since “soft” war is dirgdlttributable to two Chinese military
strategists, reflecting on the future of militagndict in the aftermath of the lopsided victory of

U.S.-led coalition forces in the 1991 Gulf War agaithe conventional forces of Iraqi
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President Saddam Hussein. In a landmark essa998 gited earlier, entitled “Unrestricted
Warfare,” two senior colonels in the People’s Ldiem Army, Qiao Liang and Wang
Xiangsui, argued that the U.S. had become an iatiemal bully, physically too strong and too
reliant on extensive war-fighting technology toised®y conventional means. Instead, they
proposed, new forms of conflict needed to be deyiseore indebted to subtleness and
cleverness than to brute force, in the spirit afi-au, in order to effectively oppose the brute
physical power of the American “hegemon.”

There is no explicit regime under international lévat specifically governs this kind
of conflict. Ought there to be? Or is it sufficient to retysiate interests, and the norms
emergent from accepted state practice, to seraeggagie for when, and for how, to engage in
“soft war?” Ought the same or similar guidelingplacable to kinetic war also guide entry
into and conduct during this “soft” mode of warfawell? Or ought it to remain, as its
original formulators speculated, “unrestricted™warthout bounds?”

In the accounts of conventional hacktivism abdwsed terms like “proportionality,”
“publicity,” and “legitimate authority” advisedlyptdescribe ways in which vigilante groups
like Anonymous, or whistle-blowers like Manning aBdowden, might be determined to have
gone astray in their otherwise well-intentionedeaylctivities. In a manner similar to earlier
discussions ojus ad vim the morally justified use of force generally (eBrannstetter and
Braun 2013; Ford 2013): might we now reasonaldyire that states only engage in such
conflict when presented with irreconcilable diffeces sufficiently grave to justify
conventional use of force (as, admittedly, happemredoth sides of the Iran/U.S.-Israel
dispute over Iran’s nuclear weapons program)? @ught we to demand or reasonably expect
that, when faced with the alternative of resortim@soft” or kinetic warfare to resolve such
disputes, that (consistent with a Principle of LResort), not only should all viable and

reasonable alternatives short of war be attemptgdhat the “soft war” alternative should
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always be chosen in lieu of the conventional rewottie use of kinetic force? Perhaps most
importantly, might we demand, or reasonably exgéat, nations engaging in such conflict
with one another should do their utmost to avoiibdeate targeting of purely civilian, non-
combatant individuals and their property, as islggequired in conventional war? Or, as in
the example of using volunteer civilians as huntaalds, should attacks on financial
institutions or civil infrastructure that merelyimive a denial of access or service be subject to
a more tolerant regime in which the combatant-norzatant distinction is less viable, and
perhaps less significant?

"SOFT WAR" AND "SOFT" LAW (ETHICS)

The foregoing are chief among the questions waitinbe addressed and clarified in
the wake of the advent of “soft war” generally, @pecifically in the aftermath of the
increased resort by state-sponsored agents torttie &f tactics once limited to dissident
individuals or non-state groups. While the liosfere of such normative work has occurred
within the context of existing international lawdst notably, th& allinn Manual[Schmitt
2013]), that legal framework will simply not su##ido provide reliable guidance in this new
domain of conflict. There are a number of reagonghis skepticism (see Lucas 2016, ch. 3).

Contributors to th&allinn Manual(Schmitt 2013), for example, including some of the
most eminent legal minds in the world today, kaiilly attempted to interpret and extrapolate
existing international law (the regimes pertainiogirmed conflict and humanitarian treatment
of war’s victims, and those pertaining to crimiaativity in particular) so as to bring existing
legislation to bear upon conflict in the cyber damaBut as demonstrated in this esSapft
war” is not “war,” strictly speaking, and so not subject to the glicison of international
legal regimes pertaining to armed conflict. Neitisat simply crime (although it sometimes
involves the commission of otherwise-criminal agtidy state agents). Nor can it be easily

dismissed as merely the routine crimes committeddwert agents in the midst of
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conventional espionage operations (Rid 2013; L264$, chs. 1-2).

Finally, as noted above, “soft waricludes, but is not limited the cyber domain.
“Media war” is not “war,” and it is also not limieto cyber conflict. Use of non-lethal
weapons, or tactics of “lawfare” (including humdmetds) not only occur outside the cyber
domain (and so are obviously not addressed witteff allinn Manual[Schmitt 2013]), but
(in the latter instance) are also designed prectedirustrate the bright-line statutes of existing
international law, turning the letter of the lawaatgt its underlying regulatory purpose. The
same seems to be true, as Gross argues, of kisgpgnd hostage-taking, when undertaken
for political motives (Gross 2015).

Even within the cyber domain alone, “soft war’tteg there more akin to espionage
than to war or crime, and thus, once again, ndia@ttp addressed in international law, nor
are state parties to existing legal arrangemeimgsrda see such matters addressed there. In
fact, this is the chief obstacle to pursuing nomeagjuidance through the medium of law:
those who are party to the law, and whose conseualdibe required to extend or amend it,
are deeply opposed in principle to any furthemsion upon their respective interests and
activities through treaty or additional legislatiomsofar as international law rests
fundamentally upon what states themselves do |erate being done, this opposition to
further legislation (the one issue in the cyber domon which the U.S., Russia, and China
seem to agree) seems a formidable obstacle tangugsivernance and guidance through legal
means.

This is not as unpromising as it might seem, h@rewhen one recognizes the
historical fact that the principle bodies of intational law pertaining to conflict of any sort
largely codify, after the fact, norms of certaindis of practice that emerge from public
reflection by the practitioners themselves uponiger and worse features of that practice,

and upon the ends or goals ultimately served setipeactices. Law and regulations give
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the appearance (at least) of being stipulative aaadhought to be imposed externally, often
upon unwilling subjects or agents. Best practibgs;ontrastemergdrom the shared
practices of the interested parties, and reflezit ghared experience and shared objectives.

International law, seen in this light, is moregedy understood as grounded in

common accord, consensus, and voluntary compliasénherently cosmopolitan character
(often overlooked by politically-appointed “Comneiis of Eminent Persons,” eager to
impose their terms of behavior on others) insteflécts Immanuel Kant’s conception of
standards of regulative order that moral agentasedses have both formulated and
voluntarily imposed upon themselves, in order tmlg@and regulate their shared pursuits.
Their compliance with principles that they themsslhave formulated is thus more feasible
and readily attainable.

This is a somewhat prolix manner of expressingarthe known in international
relations as “emergent norms.” This concept iantered more broadly in moral philosophy
as a kind of “trial and error,” experiential grogitoward order and equilibrium, a process that
Aristotle (its chief theorist) described genera/the methodology of the “imperfect”
sciences. The moral philosopher, Alasdair Macitghould be chiefly credited with having
resurrected this methodology in the modern eran fndience we can discern it already at
work in the cyber domain, as well as in the fielangitary robotics (e.g., Lucas 2014, 2015).
Legal scholars, for their part, have dubbed this @nformal and voluntary regulatory
institution (as occurs in the Codes of Conductrofgssional organizations, or the
deliberations and recommendations of practitiometse aftermath of a profound moral
crisis) as constituting “soft” law.

What seems urgently required at the moment is areolh and discernable body of
“soft” law for “soft war.” That is, the relevant stakeholders in the comtgwfipractice — in

this case, frankly, adversaries engaged in the ¢édrolw-intensity conflict that | have
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described under the heading of “soft” war — to folae and publicize the principles that they
have evolved to govern their practice. In eadi@s, like the Cold War, for example,
espionage agents from adversarial nations evolgeghisticated set of norms to govern their
interaction and competition, designed largely taimize unnecessary destruction, loss of
lives in their respective clandestine servicesualureatment of adversaries in captivity and
prisoner exchanges, and other tactics designestitae the risk of accidental or unnecessary
escalation of conflict (especially conflict thatght cross the threshold of kinetic war in the
nuclear era). All of these informal normative agaments intended to facilitate, rather than
inhibit, the principle aim or goal of espionageits reliable knowledge of the intentions and
capabilities of the adversary. In the nature ofgh, there were no “councils” or “summit
meetings,” and no published or publicized “codesasfduct.” Rather, these norms of prudent
governance and guidance came to be “understoodiaagely accepted (and complied with)
by the members of this interesting community otpce.

What the broad outlines of the content of thidt‘taw” for “soft war” might be are
already outlined above, utilizing somewhat moreiliam‘just war” terminology, which
serves well for this purpose (Lucas 2016). Aduaesaand stakeholders pursuing “soft war”
have an interest, for example, in seeing thateésdwt accidentally “go kinetic,” or involve
needless and unnecessary “collateral damage”abontilian infrastructure, especially of the
sort that might lead to widespread physical destm@nd loss of life. They share a common
interest in proportionate response, and the de@tenilitary necessity, of the kind exhibited
in the conflicts (allegedly) between the cyber veas of Iran, the U.S., and Israel described
above. And adversaries like the U.S., China, hedRussian Federation, still locked into a
preliminary mode of “unrestricted” or limitless Viare, need to consult more directly and
frankly than has been possible to date on wheregramminterests lie in imposing boundaries

and regulative order on their “soft” conflicts, bed the incessant damage being done on an
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ongoing basis to all parties to these conflictsdgran escalation into something far more
serious and irreparable.

| have deliberately confined myself to only oneyverominent tactic in the arsenal of
soft war more generally, in an effort to illustréi@w cyber conflict itself is being assimilated
less as a new and distinctive form of conflictaagluable tactic in a new form of warfare
generally. | conclude on a positive note, by olserthat this increased resort to “soft war”
tactics, including (but not limited to) cyber caaf] holds promise that the very real conflicts
and disagreements that have often led nations ke mvar upon one another may themselves
evolve into a mode of authentic opposition and lectiesolution that nonetheless ends up
resulting in dramatically reduced bodily harm aosksl of life, while doing less damage -- and
more easily reversible or repairable damage -hegtroperty of adversaries and innocents

than was heretofore conceivable in conventionaflicbn
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